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Abstract 
 
In this report, the concept of robust and semi-fragile watermarking is described for 
copyright protection and authentication of digital images. A number of different 
transforms and algorithms used for robust and semi-fragile image watermarking are 
reviewed in detail. Four novel robust and semi-fragile transform based image 
watermarking related schemes are introduced. These include wavelet-based contourlet 
transform (WBCT) for both robust and semi-fragile watermarking, slant transform 
(SLT) for semi-fragile watermarking as well as applying generalised Benford’s Law 
to estimate the JPEG QF, then adjust the appropriate threshold for improving semi-
fragile watermarking technique. 
 
The proposed WBCT for robust watermarking are evaluated and compared with two 
other DWT based algorithms with results achieving high degree of robustness against 
most non-geometrical and geometrical attacks, while maintaining an excellent 
perceptual quality.  For semi-fragile watermarking, the proposed SLT as a block-
based algorithm achieves more accurate for copy and paste attacks with non-
malicious manipulations, such as additive Gaussian noise compared with existing 
DCT-based and PST-based schemes. While for the proposed WBCT method, good 
performance are achieved in localising the tampered regions, even when the image 
has been subjected to non-malicious manipulations such as JPEG/JPEG2000 
compressions, Gaussian noise, Gaussian filtering, and contrast stretching. The average 
miss detection rate is found to be approximately 1% while maintaining an average 
false alarm rate below 6.5%.  
 
We also propose the use of generalised Benford’s Law model as an image forensics 
technique for semi-fragile watermarking. This model can improve the lower tampered 
detection rate caused by the predetermined threshold in semi-fragile watermarking. 
The threshold is typically fixed and cannot be easily adapted to different amounts of 
errors caused by unknown JPEG compression. Our proposed method can adaptively 
adjust the threshold for images based on the estimated QF by using the generalised 
Benford’s Law with overall average QF correct detection rate of approximately 99% 
when 5% of the pixels are subjected to image content tampering, as well as 
compression using different QFs (ranging from 95 to 65). 
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1.0 Introduction 
 
Nowadays, the rapid development of technologies has led to a significant increase of 
digital information, such as image, audio and video content. Such technological 
advances have led to the ease in which it is possible to illegally share, distribute, and 
copy Intellectual Property (IP).  Subsequently, the copyright infringement issue has 
been identified as a “hot topic”.  According to a report from Oxford Economics in 
2009, the UK film industry loses £531 million per annum, as a direct result of 
copyright theft.  Examples of this can include recording films at the cinema, the 
illegal sale or purchase of copyrighted DVDs, household copying, file-sharing and 
downloading, and streaming material from unauthorised web servers [54]. 
Furthermore, the music industry is also affected.  According to the US copyright 
industry group International Intellectual Property Alliance, some 2 billion music 
tracks were illegally downloaded in Spain in 2008, compared to 2.2 million that were 
purchased legally [70]. Moreover, billions of digital images are widely available and 
can be accessed easily and quickly via almost any website containing graphics, or 
image search engines.  
 
An obvious requirement, therefore, is the development of solutions for copyright 
protection and ownership identification for digital content. Whilst the traditional 
cryptographic solutions can encrypt digital content, however they require the receiver 
to use a key to decrypt the data successfully. Moreover, such solutions do not prevent 
or track the content against illegitimate reproduction after it has been decrypted [85]. 
As a result, digital watermarking techniques are often preferred as they can be used to 
protect the data content after decryption. It is also recommended by the UK 
government agency, the Department for Culture, Media and Sport (DCMS), which 
expresses the following views: 
 
“To develop and adopt pre-competitive standards and unique identifiers, which are 
open and interoperable, to cover hardware and software for secure delivery of music, 
including encryption, watermarking and usage rules of music on-line” [11]. 
 
“The UK Film Council’s position is that an effective deterrence policy needs to be 
based on a blend of educative, technological and legislative interventions with the 
latter firmly enforced. This policy should be accompanied by detailed exploration by 
all parties of the potential of watermarking and other technologies to facilitate 
identification of illegal activity” [12]. 
 
Digital watermarking is the process of embedding relevant ownership information 
(such as a logo, fingerprint and serial number), into a media in order to protect the 
ownership of different media formats. This technique can be applied to different 
media types such as video, audio and image content. For the purpose of copyright 
protection and ownership identification, robust watermarking schemes are mainly 
used as they can tolerate a host of signal processing attacks that can be both 
unintentional and intentional.  
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Digital watermarking technique can also be utilised for image content authentication 
applications. With the growing popularity and affordability of image editing software 
such as Adobe Photoshop and Corel Paint Shop, even the most novice of users are 
able to modify the content of images to a perceptually high quality standard, and with 
relative ease. Consequently, for some practical applications such as remote sensing, 
legal defending, news reporting, and crime scene investigation, it is particularly 
important for verification or authentication of the integrity of the digital media content 
[25]. Especially, for crime scene investigation and traffic enforcement scenarios, 
images captured at the scene can potentially be used as evidence in the court of law. 
The role of a scene of crime officer (SoCOs) is to capture, as much as possible, the 
evidence left behind at the crime scene by taking photographs and collecting any 
exhibits found. After the collection of evidence, there is no other way of examining 
the crime scene as a whole, apart from analysing the collected exhibits and 
photographs taken.  
 
Crime scene photography can typically be defined according to three different kinds 
of photographs: "general" shots are those images that capture the whole scene, "mid-
range" shots tend to hone in on a specific region of the scene, and finally "close up" 
shots are those that capture the details of a particular piece of evidence. Moveable 
exhibits are often taken back to a studio to be photographed from multiple angles 
[72]. In order to maintain the integrity of the images, not only it is essential to verify 
that the photographic evidence remains unchanged and authentic, but any manipulated 
regions should also be localised to help identify which parts of the image cannot be 
trusted. With the tremendous growth and usage of digital cameras and video devices, 
the requirement to verify the digital content is paramount, especially if it is to be used 
as evidence in court. 
 
Cryptography and digital watermarking are two commonly used technologies for 
image authentication [22]. Cryptography can, for example, be utilised for message 
authentication by generating and embedding a digital signature into a message, in an 
effort to prevent the sending of forged messages [50]. In addition, according to 
Friedman [21], digital signatures can be embedded into images by applying 
cryptography if the signature is metadata. In all cases, the use of cryptography is 
constrained by the fact that it can be lost easily during the image format conversion 
process, which subsequently invalidates the authentication process. Digital 
watermarking has attracted much attention in the past decade or so, particularly for 
copyright protection purposes for digital images [9]. However, in the past few years, 
digital watermarking has been applied to authenticate and localise tampered regions 
within images [25]. Fragile [39, 40] and semi-fragile digital watermarking techniques 
are often utilised for image content authentication. Fragile watermarking is aptly 
named because of its sensitivity to any form of attack whilst semi-fragile 
watermarking is more robust against attack, and can be used to verify tampered 
content within images for both malicious and non-malicious manipulations [26, 42, 
45, 51]. In addition, semi-fragile schemes make it possible to verify the content of the 
original image, as well as permitting alterations caused by non-malicious 
(unintentional) modifications such as system processes.  Moreover, semi-fragile 
watermarking is more focused on detecting intentional attacks than validating the 
originality of the image [4, 60]. During the image transmission, the mild signal 
processing errors caused by signal reconstruction and storage, such as transmission 
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noise or JPEG compression, are permissible.  However, the image content tampering 
such as copy and paste attack will be identified as a malicious attack.  
 
Moreover, in the literature, a significant amount of research has been focused on the 
design of semi-fragile algorithms that could tolerate JPEG compression and other 
common non-malicious manipulations [36, 43, 44, 83, 87-89]. However, watermarked 
images could be compressed by unknown JPEG compression rates, quality factors 
(QFs). As a result, in order to authenticate the images, these algorithms have to set a 
pre-determined threshold that could allow them to tolerate different QF values when 
extracting the watermarks. If the QF could be estimated, then appropriate thresholds 
could be adapted for each test image, before initialising the watermark extraction and 
authentication process. This adaptive threshold could decrease the false alarm and 
missed detection rates. 
 
1.1 Aims and Objectives 
The main aims and objectives of this research are to develop and analyse novel robust 
and semi-fragile watermarking techniques for protection of copyright and 
authentication of images. This report begins with a detailed review of existing robust 
and semi-fragile watermarking algorithms. Four novel robust and semi-fragile 
transform based image watermarking related schemes are introduced in this report. 
These include wavelet-based contourlet transform (WBCT) for both robust and semi-
fragile watermarking, slant transform (SLT) for semi-fragile watermarking. 
Moreover, the generalised Benford’s Law to estimate the JPEG QF is introduced 
which can be used to adaptively adjust the appropriate threshold for improving semi-
fragile watermarking technique. 
 
1.2 Contributions 
Over the past two years of my research on digital watermarking, I have made some 
original contributions in robust and semi-fragile watermarking with four international 
conference papers and book chapter accepted and published, and one further book 
chapter currently under review, as listed below: 
 
• (Under review) Zhao, X., Ho, A.T.S., "An Introduction to Robust Transform 
Based Image Watermarking Techniques," Book Chapter Intelligent 
Multimedia Analysis for Security Applications. Springer, 2010 
• Zhao, X., Ho, A.T.S., Shi, Y.Q., "Image Forensics using Generalized 
Benford's Law for Accurate Detection of Unknown JPEG Compression in 
Watermarked Images," 16th International Conference on Digital Signal 
Processing (DSP2009), 5-7 July 2009, Santorini, Greece 
• Zhao, X., Ho, A.T.S., "Semi-fragile Watermarking, Authentication and 
Localisation Techniques for Law Enforcement Applications," Book Chapter 
Handbook of Research on Computational Forensics, Digital Crime and 
Investigation: Methods and Solutions, Information Science Reference, 2009. 
ISBN: 978-1-60566-836-9 
• Duan, G., Ho, A.T.S., Zhao, X, "A Novel Non-Redundant Contourlet 
Transform for Robust Image Watermarking Against Non-Geometrical and 
Geometrical Attacks," IET 5th International Conference on Visual Information 
Engineering (VIE08), Xi'an, China, 29 July - 1 August 2008 
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• Zhao, X., Ho, A.T.S., Treharne, H., Pankajakshan, V., Culnane, C., Jiang, W., 
"A Novel Semi-Fragile Image Watermarking, Authentication and Self-
restoration Technique Using the Slant Transform," IEEE 3rd International 
Conference on Intelligent Information Hiding and Multimedia Signal 
Processing (IIH-MSP07), Kaohsiung, Taiwan, 26-28 November 2007 
1.3 Structure of the Report 
The report is organized as follows: 
• In literature review, Chapter 2 discusses various robust watermarking 
algorithms operating in the transform domain. An extensively review 
transform-based robust watermarking methods for a comparative analysis. The 
algorithms described in this section range from traditional robust watermark 
embedding and detection techniques, to more state-of-the-art methodologies 
based on several image transform techniques. Then the concept of semi-fragile 
watermarking is introduced. The advantages of semi-fragile watermarking are 
highlighted in addition to a review of several existing semi-fragile 
watermarking algorithms. Finally, three typical methods of employing 
predetermined thresholds in semi-fragile watermarking algorithms and the 
limitations of using predetermined thresholds were highlighted from the 
literature. 
 
• Chapter 3 proposed a novel robust watermarking algorithm using the WBCT 
that exploits the energy relations between “parent” and “children” coefficients 
is presented. The concepts and advantages of the proposed algorithms are 
described in detail as well as the proposed watermark embedding and 
detection processes. The experimental results are analysed and evaluated by 
comparing with two discrete wavelet transform (DWT) domain based 
algorithms. 
 
• Chapter 4 proposed two novel semi-fragile watermarking algorithms using the 
SLT as a block based method, and WBCT as a non-block based method. Both 
of the watermark embedding, detection, and authentication processes are also 
discussed in detail, along with the results and a performance analysis of false 
alarm and missed detection rates. The SLT method will be analysed in detail 
and compared with two existing transforms, DCT and PST. The performance 
of the WBCT semi-fragile watermarking will be evaluated against various 
attacks and false detection rates. 
 
• Chapter 5 first identify the limitation of predetermined threshold by explaining 
the relationship between threshold, QF, missed detection rate and false alarm 
rate when authenticating test images. The background of Benford’s Law, 
generalised Benford’s Law and their relationship with the watermarked image, 
JPEG compressed watermarked image are also described. Then we proposed a 
framework incorporating the generalised Benford’s Law that could detect 
unknown JPEG compression QFs in semi-fragile watermarked images to 
adjust the appropriate threshold with experimental results.  
 
• Chapter 6 gives the conclusion of the report and presents some directions for 
future work of my research. 
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2.0 Literature Review 
 
This chapter presents a detailed review of robust and semi-fragile watermarking 
techniques for digital images. Block and non-block based techniques will be reviewed 
for both robust and semi-fragile watermarking. The challenges associated with the 
determination of thresholds used in semi-fragile watermarking will also be 
highlighted in this chapter.  
 
2.1 Robust Watermarking 
The most important property of robust watermarking is its ability to tolerate certain 
signal processing operations that usually occur during the lifetime of a media object, 
as well as preventing any more deliberate attacks.  A schematic diagram illustrating 
the main functions of robust watermarking is shown in Figure 2-1.  The sender 
watermarks the original work via a watermark embedding process, and then sends the 
watermarked work to the receiver. The receiver extracts the watermark via a 
watermark detection process.  During the transmission of the watermarked work, the 
image is open to attack, meaning the integrity of the watermark data is in jeopardy.  
Examples of common attacks include JPEG compression, additive noise, and filtering, 
and geometric distortions such as rotation and scaling.   
 
 
Fig. 2-1. Schematic diagram for robust watermarking 
 
One of first robust watermarking scheme based on spread spectrum was proposed by 
[10]. In general, robust watermarking in transform domain can be classified into two 
groups: block based and non-block based algorithms.  Figure 2-2 shows the difference 
between block and non-block based in watermark embedding process. 
 
 
Fig. 2-2. Different between block and non-block based in watermark embedding 
process 
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2.1.1 Block Based Robust Watermarking 
The most common image transform framework, the Discrete Cosine Transform 
(DCT), is frequently used for block based robust image watermarking [1, 23, 33, 57, 
78]. Some researchers have also proposed adaptive watermarking schemes in the DCT 
domain based on image content.  Perceptual models as supportive tools have been 
utilised to analyse the individual image content before the watermark bits are 
embedded into the DCT coefficients of each block, which could lead to an 
optimisation of the imperceptibility of the watermarked image [46]. 
Just Noticeable Distortion (JND) 
Just Noticeable Distortion (JND) is designed to determine the maximum strength of a 
watermark signal that can tolerate, as well as minimising the effects on the quality of 
the watermarked image.  Kay and Izquierdo [33] proposed a robust content based 
image watermarking scheme by estimating a JND mask from image characteristics 
such as texture, edges and smoothness, from both the spatial and DCT domains. The 
watermark embedding process is shown in Figure 2-3.  The original image is first 
divided into non-overlapping blocks of size 8 by 8, then the JND mask is calculated 
from both spatial and DCT domains of each block. To embed the watermark bits, the 
selected DCT coefficients are modified according to the JND mask by using a key.  
An inverse DCT transformation is then applied to the modified DCT coefficients, and 
the blocks are merged back into a watermarked image. 
 
Fig. 2-3. Kay and Izquierdo’s watermark embedding process 
 
In each block, the JND is derived as: 
DT = log vi
2 − v0
2
i=1
63
∑


, DE =
64.PE
max PE( )
,  
JND = DT −
1
2
DE + DU( )


+ 128 − I( )2    (2-1) 
where DT  is the texture information retrieved directly from DCT coefficients of the 
8 × 8 block and vi , i = 0,...,63 are the 64 DCT coefficients of the considered block. 
Edges and smooth areas DE  are extracted from the pixel domain, PE  is the cardinality 
of the set of pixels within the block and at edge locations.  The uniformity DU  in a 
block is defined as the number of pixels belonging to a uniform area that is extracted 
by the Moravec corner detection operator for each block. I  is the mean of the 
luminance values of each block.   In order to insert the watermark, the modified DCT 
coefficients vi
'  is derived as: 
     vi
' = vi +α.JND. vi xi     (2-2) 
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where α is a scaling parameter, and x is the watermark, consisting of a sequence of 
real pseudo-random numbers [33].  Another type of JND mask is generated from 
Watson’s visual model [75], which was utilised in Podilchuk and Zeng’s image 
adaptive watermarking scheme [57], and then further adopted and extended by [23, 46, 
47]. In Watson’s visual model, the JND values are extracted by calculating the 
luminance and contrast masking of each 8 × 8 block DCT coefficients of the image. 
In DCT domain, Wong et al. [77] proposed an iterative watermark embedding 
algorithm for JPEG compressed images capable of embedding multiple watermarks 
within the DCT domain with different keys.  In addition, Dong et al. [15] also 
proposed two DCT based watermarking algorithms that embed a multi-bit watermark 
in the DCT domain of the image. Their first algorithm utilised an image normalisation 
technique which was robust to general geometric transformation attacks. Their second 
algorithm utilised a resynchronisation scheme based on a mesh model to combat 
nonlinear geometric attacks.  Moreover, in Yeo and Kim’s scheme [82], a generalised 
patchwork algorithm (which is the combination of the additive patchwork algorithm 
and the multiplicative patchwork algorithm) is employed to embed the watermark bits 
in the DCT domain.  Their experimental results showed that their method was robust 
against JPEG compression attacks and some signal processing attacks.  
 
In order to increase the watermarked image quality as well as the watermark 
robustness, many researchers experimented with applying different image transform 
techniques to block based robust image watermarking schemes.  Some examples 
include robust image watermarking in the Fast Hadamard Transform (FHT) [28], 
Slant Transform (SLT) [27], Singular Value Decomposition (SVD) [6], Curvelet 
Transform [68], and the Rigelet transform [80]. 
2.1.2 Non-block Based Robust Watermarking 
One of the most popular image transform domains for non-block based robust 
watermarking is the discrete wavelet transform (DWT) [35, 48, 59, 66, 67, 79, 84]. In 
contrast to DCT, the original image is not divided into blocks in the DWT domain. 
DWT is one of the most computationally efficient frequency transforms that utilises 
the human visual system (HVS).  Moreover, in DWT based watermarking schemes, it 
is possible to embed watermarks with more energy thus increasing its robustness [38].  
A DWT domain based robust watermarking algorithm was proposed by Kundur and 
Hatzinakos [35], and their watermark embedding process is shown in Figure 2-4.  In 
their scheme, both the original and logo images were first transformed into the 
wavelet domain and then decomposed into three levels (Figure 2-5a), and one level 
(Figure 2-5b), respectively.  The DWT coefficients of the logo image were next 
embedded into the coefficients of the original image by using the multi-resolution 
fusion technique integrated with a model of HVS.  Finally, the modified coefficients 
transformed back into the spatial domain to create the watermarked image.  In the 
experimental results, the authors claimed their proposed scheme was highly robust to 
compression and additive noise attacks, as well as being resilient to moderate linear 
mean filtering. 
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Fig. 2-4. Kundur and Hatzinakos’s DWT watermark embedding process 
 
Fig. 2-5. Three levels (a) and one level (b) of DWT decomposition 
Two other schemes for DWT watermarking were proposed by Xia et al. [79] and Zhu 
et al. [86]. Both of these algorithms used a Gaussian sequence of pseudo-random real 
numbers as the watermark data, instead of a logo image.  Xia et al. [79] proposed a 
watermarking scheme that decomposes the image into two levels in the DWT domain.  
The watermark was embedded into the middle and high-pass sub-bands in the wavelet 
domain of the image, denoted by HL1, LH1, HH1, HL2, LH2 and HH2, as shown in 
Figure 2-5a. The authors claimed that their algorithm could tolerate additive noise, 
rescaling/stretching, compression attacks and that the algorithm was also more robust 
than the DCT approach. Zhu et al. [86] proposed a unified DWT watermarking 
approach that decomposed the original image into four levels in DWT domain.  Next, 
the watermark was embedded into the high-pass sub-bands in the wavelet domain of 
the image, denoted by HL1, LH1 and HH1 as shown in Figure 2-5a.  
 
In recent years, many researchers have attempted to develop watermarking algorithms 
based on the combination of two or more image transform techniques, with the 
aspiration of improving the schemes [32, 61, 49, 81].  For example, Yang and Zhang 
[81] improved the algorithm proposed by Lin et al. [41] in the distributed discrete 
wavelet transform (DDWT) domain.  The DDWT technique is adapted largely from 
the DWT approach, along with SVD for robust watermarking.  A fragile watermark is 
adaptively embedded into the spatial domain of the watermarked image.  By 
embedding both robust and fragile watermarks into a single image, the method is 
capable not only of identifying the ownership, but also of authenticating the integrity 
of the image to deduce whether it has been tampered or not. Mabtoul et al. [49] 
implemented a robust watermarking scheme based on Kingsbury's Complex Dual 
Tree Wavelet Transform (DT-CWT) [34].  The aim of designing this scheme was to 
overcome the drawback of DWT caused by the lack of shift invariance and poor 
directional selectivity for diagonal features. Mabtoul et al claimed that the DT-CWT 
approach was more robust and effective than the DWT approach. 
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Wang et al. [74] proposed a novel feature-based watermarking scheme in the Discrete 
Fourier Transform (DFT), and their watermark embedding process is shown in Figure 
2-6.  In this scheme, the Local Characteristic Region (LCR) is first extracted from the 
original image.  In the LCR extraction process, a set of feature points is obtained by 
employing the Harris–Laplace detector to the original image. Then LCRs are 
constructed from these characteristic scales of the feature points and their locations. 
These LCRs provide robustness that can survive various signal processing and affine 
transformations.  In order to embed the watermark bits into the DFT domain of the 
LCR, the zero-padding operation is applied to map the LCR circle areas into n × n  
blocks.  Finally, after modifying the coefficients to embed the watermark bits in the 
DFT domain of these blocks, a zero-removing operation is applied to map these n × n  
blocks back into LCR circle areas to create the watermarked image.  From the 
simulation results, Wang et al. [74] claimed that their proposed scheme was robust 
against common signal processing operators, such as median filtering, sharpening, 
noise adding, JPEG compression, rotation, scaling, translation, row or column 
removal, cropping and random bend attack. In Chapter 3, a novel robust 
watermarking algorithm using the WBCT that exploits the energy relations between 
“parent” and “children” coefficients, as invariant feature for watermarking embedding 
and detection, is proposed. 
 
 
Fig. 2-6. Wang et al.’s watermark embedding process 
2.2 Semi-fragile Watermarking 
Semi-fragile watermarking techniques for image content authentication have recently 
attracted much attention [29, 36, 42, 43, 87].  Predominantly, this is probably due to 
the fact that compared to fragile watermarking, semi-fragile watermarking is less 
sensitive than fragile watermarking. Consequently, semi-fragile schemes make it 
possible to verify the content of the original image, as well as permitting alterations 
caused by non-malicious (unintentional) modifications such as system processes [44].  
Mild signal processing operations caused by transmission and storage, and JPEG 
compression are further examples of non-malicious manipulation.  Moreover, semi-
fragile watermarking is more focused on recognising intentional attacks than 
validating the originality of the image [4, 60, 65].  
A schematic diagram illustrating the main functions of semi-fragile watermarking is 
shown in Figure 2-7. The sender watermarks the original image via a watermark 
embedding process, and then sends the watermarked image to the receiver through the 
transmission channel. The receiver authenticates the test image by way of a 
watermark detection and authentication process. During the image transmission, the 
mild signal processing errors caused by signal reconstruction and storage, such as 
transmission noise or JPEG compression, are permissible. However, the image 
content tampering such as copy and paste attack will be identified as a malicious 
attack. 
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Fig. 2-7. Schematic diagram for semi-fragile watermarking 
Many semi-fragile watermarking techniques have been proposed for content 
authentication and localisation [13, 26, 44, 87-89]. Block based and non-block based 
methods are principally used in semi-fragile watermarking schemes. Some of these 
methods are discussed in the following sections. 
 
2.2.1 Block Based Semi-fragile Watermarking 
Lin et al. [44] proposed a DCT domain semi-fragile watermarking scheme in which 
the DCT is applied to non-overlapping blocks of 16×16 pixels of the host image. The 
watermark, which is zero-mean unit-variance Gaussian distributed, is embedded into 
the middle to low frequency DCT coefficients (except the DC value) of each block 
and inverse DCT is applied to obtain the watermarked image. In the detection process, 
the watermark extracted from each 16×16 block is compared with the corresponding 
original watermark to localise the tampered regions. Ho et al. [26] proposed a semi-
fragile watermarking scheme in the Pinned Sine Transform (PST) domain. In this 
scheme, the PST is applied to the host image in non-overlapping blocks of size 8×8 
pixels to obtain the pinned and the boundary field. The pseudo-random binary 
watermark is embedded in the middle to high frequency coefficients of the pinned 
field. The scheme also uses a self-restoration method, originally proposed by Fridrich 
and Goljan [20] to recover the tampered regions. For this, a compressed version of the 
host image is embedded into the LSB plane of the watermarked image. During the 
authentication process, the extracted watermark from each of the 8×8 blocks is 
compared with the original watermark. The tampered regions are then restored using 
the LSBs of the image. The experimental analysis shows that the PST is more suitable 
domain for semi-fragile watermarking, as compared to the DCT. 
 
2.2.2 Non-block Based Semi-fragile Watermarking 
Kundur and Hatziankos [36] proposed a non-block based method based on the 
wavelet transform called ‘telltale tamper-proofing’, which makes it possible to 
determine tampered regions in multi-resolutions. Unlike other schemes that use DCT, 
this method does not require a block division process to detect the tampered regions 
due to the localisation ability of the wavelet transform. The localization ability of the 
wavelets in both spatial and frequency domains would potentially indicate a good 
candidate for semi-fragile watermarking. Maeno et al. presented two algorithms that 
focused on signature generation techniques.  The first algorithm used random bias to 
enhance the block based DCT watermarking scheme proposed by Lin and Chang [43].  
The second algorithm used nonuniform quantisation on a non-block based semi-
fragile watermarking scheme in the wavelet domain. Their experimental results 
showed their method was fragile to malicious manipulations, but robust to non-
malicious manipulations such as JPEG and JPEG2000 compression. Ding et al. [13] 
 14 
also proposed a non-block based method by using DWT. In their algorithm, chaos 
was used to generate a pseudo-random sequence as a watermark, in an effort to 
improve the overall security. This made an improvement to the more traditional 
methods of generating a pseudo-random sequence. The sub-bands ( 2HL , 2LH , 2HH ) 
were used for embedding the watermark after applying a 2-level wavelet 
decomposition of the original image. The normalized cross-correlation (NC) was used 
to evaluate their algorithm by comparing between the original watermark and the 
extracted watermark after applying JPEG compression and Additive white Gaussian 
noise (AWGN) manipulations. However, the false alarm and missed detection were 
not evaluated in their work. 
 
Wavelet transforms constructed by the tensor product method are not optimal in 
capturing the contours or edges of the host image [8], and it is these contours and 
edges that are vital to image authentication. To overcome this drawback, several 
multiscale and directional transforms have been proposed and proven to be more 
efficient than wavelets for capturing smooth contours and edges in natural images.  
Some examples include steerable pyramid [61], ridgelet [7], curvelet [8], bandlet [55], 
contourlet [14] and the wavelet-based contourlet transform (WBCT) [18]. In Chapter 
4, two novel semi-fragile watermarking algorithms using the SLT as a block based 
method, and WBCT as a non-block based method, are proposed. 
 
2.3 Limitation of Semi-fragile Watermarking 
As reviewed above, semi-fragile watermarking scheme can be block based or non-
block based and it has been used to authenticate and localise malicious tampering of 
image content, while permitting some non-malicious or unintentional manipulations. 
These manipulations can include some mild signal processing operations such as 
those caused by transmission and storage of JPEG images. In the literature, a 
significant amount of research has been focused on the design of semi-fragile 
algorithms that could tolerate JPEG compression and other common non-malicious 
manipulations [36, 43, 44, 83, 87-89]. However, watermarked images could be 
compressed by unknown JPEG QFs. As a result, in order to authenticate the images, 
these algorithms have to set a pre-determined threshold that could allow them to 
tolerate different QF values when extracting the watermarks. 
The determination of threshold for semi-fragile watermarking schemes has been 
extensively documented by several researchers.  In Chapter 5, we review three 
common approaches. The first approach uses a threshold for authenticating each block 
of the image [44, 87]. In this scheme, if a block of correlation coefficients cr  
(between the extracted watermark 'w and its corresponding original watermark w ) is 
smaller than thresholdτ , this block is classified as a tampered block, and vice versa.  
This is represented in equation (3): 
( ), 'cr w w τ< , ( )max TMτ τ− =     (2-3) 
where ( )max τ  is the maximum threshold value with 'w w= , and TM is the JPEG 
compression tolerance margin. The second approach uses a threshold which has been 
pre-determined during the watermark embedding process [87, 89]. An example is 
illustrated in Figure 2-8, where the watermarks w  are embedded into each side of 
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threshold τ according to the watermark value (e.g. 0 or 1), by shifting or substituting 
the corresponding coefficient.  The value of T and T−  controls the perceptual quality 
of the watermarked image. Threshold τ is determined empirically to detect the 
watermark while extracting the watermarks 'w . TM is the JPEG compression 
tolerance margin. If 'w τ>  then ' 1w = , otherwise ' 0w =  [84]. 
 
Fig. 2-8. The pre-determined threshold during the watermark embedding process. 
The third approach uses a threshold for comparison with the result of applying the 
Tamper Assessment Function (TAF) during the authentication of images [36]. The 
extracted watermarks 'w and their corresponding original watermarks w  are 
calculated by using TAF, as in equation (2-4): 
( ) ( ) ( )
1
1, ' '
wN
iw
TAF w w w i w i
N =
= ⊕∑      (2-4) 
where wN  is the length of the watermark. The TAF value is compared with a 
threshold τ , where 0 1τ≤ ≤ . If ( , ')TAF w w τ> , then the watermarked image is 
considered as a tampered image, otherwise it is not. The tolerance margin can also be 
denoted as 1TM τ= − .The thresholds τ mentioned previously are pre-determined 
which will result in some fixed tolerance margins. A significant amount of research 
has been dedicated to improving the watermark embedding algorithms by analysing 
the characteristics of JPEG coefficients of the compressed watermarked image [36, 
83, 88]. Alternatively, Error Correction Coding (ECC) has been used for improving 
watermark detection and authentication rates [89].   
However, the relationship between QF and threshold has not been discussed in the 
literature. If the QF could be estimated, then appropriate thresholds could be adapted 
for each test image, before initialising the watermark extraction and authentication 
process. The use of Benford’s Law has already been applied to image forensics of 
JPEG compressed images [19]. In Chapter 5, we analyse the relationship between QF 
and threshold, and propose a framework that further explores generalised Benford’s 
Law as an image forensics technique, in an effort to accurately detect the unknown 
JPEG compression in semi-fragile watermarking images. 
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2.4 Summary 
The concept of robust watermarking is described and the DCT domain block based, 
and DWT domain non-block based robust watermarking algorithms were reviewed as 
well as more state-of-the-art methodologies based on several image transform 
techniques. Correspondingly, the concept and advantages of semi-fragile 
watermarking were described. The semi-fragile watermarking algorithms were also 
reviewed by grouped into DCT block based and DWT non-block based in transform 
domain. Finally, the limitations of predetermined thresholds were highlighted by 
reviewing three typical methods of employing predetermined thresholds in semi-
fragile watermarking algorithms from the literature. 
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3.0 Proposed Robust Watermarking Algorithm 
 
In this chapter, we describe our proposed non-block based robust watermarking 
algorithm, adapted from the wavelet-based contourlet transform (WBCT) [16] by 
comparing with two wavelet methods proposed by Wang and Lin [73] and Tsai and 
Lin [71]. Experimental results from simulated attacks such as, JPEG/JPEG2000 
compression, Gaussian noise, salt and pepper noise, contrast stretching, circular 
shifting, scaling, sharpening, median filter, Gaussian filtering and histogram 
equalization, are also presented and evaluated in this chapter.  
 
3.1 Wavelet-based Contourlet Transform (WBCT) 
The contourlet transform can be realised efficiently via a double-iterated filter bank 
structure.  In the double filter bank, the Laplacian Pyramid (LP) [5] is first used to 
capture the point discontinuities.  In the LP stage, the image is decomposed into a 
low-pass and a set of band-pass sub-bands.  Each band-pass image is then further 
decomposed by a directional filter bank (DFB) [3] into a number of sub-bands to 
capture the directional information and link-point discontinuities into linear structures.  
Subsequently, the image is decomposed into several directional sub-bands at multiple 
scales.  
 
Eslami and Rudhu [18] developed a WBCT, also as non-redundant contourlet 
transform, by replacing the LP with a wavelet, followed by implementing a 
directional filter bank (DFB) into the wavelet sub-bands to extract the directional 
information.  At each level in the wavelet decomposition, the three high-pass bands 
corresponding to the LH, HL, and HH bands can be obtained.  DFB is applied with 
the same number of directions to each band at a given level.  WBCT was developed 
as an improvement to the wavelet transform that is inefficient when extracting smooth 
contours.  It has the multiscale and time-frequency localisation property of wavelets, 
but it also provides a high degree of directionality and anisotropy [14].  The main 
advantage of WBCT is that a non-redundant multi-resolution and multidirectional 
expansion of images can be achieved.  It has been successfully applied in image 
coding [18] and image fusion [69]. Eslami and Rudhu [18] stated that the WBCT 
parent-children relationship was different from the relationship that exists in 
conventional wavelet domains. In Figure 3-1, the blank square is the parent 
coefficient and the four white squares (arrowed) are their children. In a conventional 
wavelet-domain, the parent-children links are always in the same direction among the 
three wavelet directions (Figure 3-1a).  WBCT coefficients, on the other hand, 
comprise four children in two separate directional sub-bands for each LH, HL and HH 
sub-bands (Figure 3-1b). It is based on this special relationship characteristic of 
WBCT that we propose and develop our novel robust watermarking algorithm. 
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(a)    (b) 
Fig. 3-1. Parent-children relationship for (a) DWT and (b) WBC 
 
3.2 Coefficient Relations with JPEG Compression of Original Images 
Wang and Lin [73] proposed a watermarking method based on a wavelet tree 
quantisation and obtained a strong robustness to several different attacks.  We first 
investigate the characteristics of the energy relations of the original images between 
the parent and the children coefficients before and after JPEG compression (the JPEG 
compression attack is one of the most common attacks in robust watermarking). 
Suppose a parent coefficient in original image and JPEG compressed image are 
denoted as 1P and 2P , respectively, and its corresponding four children 
as iC1 , )4,3,2,1(2 =iC i .  
 
     If  )( 11 iCmeanP ≥ and )( 22 iCmeanP ≥ , Or )( 11 iCmeanP <  and )( 22 iCmeanP <  
    Then we assume this energy relation is invariant before and after compression.  
 
The percentage of invariant energy relations after JPEG compression is defined as 
follows: 
 
3
LH HL HH
AV
P P PP + +=      (3-1) 
 
where ( , , )i i LH HL HHP =  represents the percentages of the numbers of invariant 
relations to the total numbers of relations in the different bands. AVP  is the average of 
the iP . Six standard test images are used in this experiment to determine the invariant 
energy relationship as shown in Figure 3-2.  As the quality factor (QF) decreases from 
90 to 10, the average percentages of invariant relations also gradually decrease.  For 
QF=90, it reaches above 95%, and for QF=10, although the image is distorted 
significantly, it still maintains above 75%.  From Figure 3-2, it can also be observed 
that highly textured images such as ‘San Diego’, ‘Bridge’ and ‘Baboon’ all performed 
relatively better than the other images.  Overall, an improved performance can be 
achieved for all images by exploiting the modulation of their energy relationship. 
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Fig. 3-2. Percentage of invariant energy relations after JPEG compression 
 
3.3 Watermark Embedding Process 
In this subsection, we describe the watermark embedding process as shown in Figure 
3-3.  WBCT is first applied to the image, and then it is decomposed into three wavelet 
levels, then four, then eight, and finally sixteen directional sub-bands.  We then 
randomly select the tree structures using a key.  The total numbers of tree structures is 
equal to the length of the watermark which is a pseudo-random binary sequence {-1, 
1}.  For each tree structure, we then calculate the average of the absolute values of the 
children, and embed the watermark bits by modulation, as follows: 
 
For watermark bit =1  
If parent average≥ , then no operation; 
     Else, increase the parent to make the parent average≥ , 
Modulation process: 
       If    parent >=0, then   parent=parent + (K1)× ( average -parent); 
        Else if    parent<0, then   parent=parent - (K1) × ( average - parent ); 
For watermark bit =0 
If    parent average< , then no operation; 
Else, decrease the parent to make the parent average< ; 
Modulation process: 
If    parent >=0, then   parent=parent + (K2)× (parent - average ); 
         Else if   parent<0, then   parent=parent - (K2) × ( parent - average ); 
 
where K1and K2  are thresholds to determine the trade-off between imperceptibility 
and robustness.  After the embedding steps, the watermarked image is reconstructed 
using the inverse WBCT transform. 
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Fig. 3-3. The proposed WBCT watermark embedding process 
 
3.4 Watermark Detection Process 
In Figure 3-4, we present our proposed algorithm for watermarking detection.  First, 
the WBCT transform is performed on the watermarked image before the tree 
structures are selected using the key.  The absolute value of the parent is compared 
with the absolute value of the average of the children, and if the former is greater or 
equal to the latter, then the watermark bit ‘1’ is obtained, otherwise, ‘-1’ is obtained.  
The process is repeated for every tree structure to retrieve and construct the entire 
watermark data.  A normalised correlation is used to determine whether a watermark 
is present or not, by comparing it to a pre-specified threshold T .  The normalized 
correlation is computed as follows: 
 
NC w,w( )= w n( )w n( )∑
w n( ) w n( )∑∑( )
     (3-2) 
 
where w is the given watermark, and w is the extracted watermark. If NC T>= , then 
the watermark is present in the image. Based on empirical results for our algorithm, 
 
Nw = 512 , threshold T  is chosen to be 0.23 for a false positive probability of 
71.03 10−×  
which is adapted from [37]. 
 
 
Fig. 3-4. The proposed WBCT watermark detection process 
 
3.5 Experimental Results 
In this subsection, six grayscale images ‘Lena’, ‘Peppers’, ‘Goldhill’, ‘San Diego’, 
‘Bridge’, and ‘Baboon’ (each of size 512 x 512) are used for our experiments to 
evaluate our proposed WBCT watermarking method. 
 
A. Imperceptibility 
In Table 3-1, the Peak signal-to-noise ratio (PSNR) is used to evaluate the perceptual 
distortion of these images before and after watermark embedding.  High PSNR values 
indicate that the watermarked data is highly imperceptible.  We compare these results 
with Wang and Lin [73].  Our proposed contourlet method achieves higher PSNR 
values than another wavelet method. Figure 3-5 illustrates the original and 
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watermarked images for ‘Goldhill ’and ‘San Diego’, with approximately 42dB and 39 
dB, respectively. 
Table 3-1 
PSNR comparison between our and Wang’s methods 
Image Our method (dB) Wang’s method (dB) 
Lena 41.46 38.2 
Peppers 39.24 38.7 
Goldhill 42.22 39.8 
San Diego 38.81 Not Available (NA) 
Bridge 39.43 NA 
Baboon 40.22 NA 
 
          
             (a1)                             (a2)                        (b1)                        (b2) 
Fig. 3-5.   ‘Goldhill’ (a1) the original image (a2) the watermarked image 
 ‘San Diego’ (b1) the original image (b2) the watermarked image 
 
B. Robustness 
The robustness of our proposed WBCT watermarking method has been tested against 
different attacks including non-geometrical and geometrical attacks.  Furthermore, we 
compare these results with two conventional wavelet approaches based [71, 73].  The 
Experiments on WBCT against different attacks are summarised in Table 3-2, and 
comparative results between WBCT and the two wavelet transforms are shown in 
Table 3-3.  The normalised correlation value below a threshold of approximately 0.23 
means it has failed to detect the embedded watermark.  
 
Table 3-2 
Performance of our method under different attacks 
Attacks 
 
Images 
JPEG 
(QF=10) 
Mean Filter 
( 3× 3 ) 
Mean Filter 
( 5 × 5 ) 
Histogram 
Equalization 
Lena 0.28 0.54 0.29 0.47 
Peppers 0.26 0.60 0.23 0.45 
Goldhill 0.34 0.60 0.32 0.55 
San Diego 0.52 0.59 0.29 0.60 
Bridge 0.48 0.63 0.33 0.67 
Baboon 0.45 0.65 0.30 0.77 
 
For JPEG and JPEG2000 compression attacks, different quality factors (QF) were 
used on watermarked images.  Tables 3-2 and 3-3 show the effectiveness of our 
algorithm even when QF = 10, whereas the other two algorithms only showed results 
as low as QF=20 and QF=30.  Tables 3-2 and 3-3 also highlight the results achieved 
for mean filtering, histogram equalisation, median filter, Gaussian filtering, and 
sharpening. From the results, our method outperformed the other two algorithms in all 
cases, with median filtering the single exception.  Table 3-3 summarises the different 
non-geometrical and geometrical attacks used in comparing our method with other 
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two.  In Table 3-3, “shifting A” indicates circular shifting, and “shifting B” indicates a 
deletion of lines followed by duplication of the adjacent lines.  
 
Figure 3-6 illustrates the images distorted under different Gaussian noise addition. 
Similarly, salt and pepper noise addition for different amount of noise densities is 
shown in Figure 3-7. Figure 3-8 shows the images under contrast stretching attack for 
different degrees. Figures 3-9 and 3-10 demonstrate the robustness of our proposed 
WBCT watermarking algorithm against different amounts of pixels circular shifting 
and scaling, respectively. Figure 3-11 illustrates the watermark can still be detected 
from watermarked image ‘Goldhill’ after attacked with JPEG Compression QF=20 
(Figure 3-11a), 400 pixels random shifted (Figure 3-11b), 20 degree of contrast 
stretching (Figure 3-11c) and Gaussian white noise with variance=0.01 (Figure 3-
11d), respectively. Overall, our method achieved relatively better performance than 
Wang [73] and Tsai’s [71] except for the rotation and scaling attacks. 
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Fig. 3-6. Performance of our method after Gaussian white noise 
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Fig. 3-7. Performance of our method after salt & pepper noise 
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Table 3-3 
Comparison of our method’s performance with two other Methods 
Attacks Method Wang et al. Method 
Tsai et al. 
Method 
Our 
method 
JPEG (QF=30) 
1 0.15 0.45 0.55 
2 0.23 0.44 0.54 
3 0.34 0.37 0.63 
JPEG (QF=25) 
 
1 NA 0.37 0.45 
2 NA 0.29 0.56 
3 NA 0.23 0.50 
Median Filter 
( 4 × 4 ) 
1 0.23 0.38 0.28 
2 0.24 0.33 0.27 
3 0.25 0.36 0.30 
Median Filter 
( 5 × 5 ) 
1 NA 0.43 0.29 
2 NA 0.32 0.25 
3. NA 0.41 029 
Shifting A (9 pixels) 
1 0.26 0.27 0.79 
2 0.29 0.35 0.86 
3 0.29 0.36 0.90 
Shifting B(9 pixels) 
1 0.25 0.29 0.54 
2 0.25 0.26 0.56 
3 0.28 0.31 0.54 
Multiple 
watermarking 
1 0.11 0.24 0.93 
2 0.18 0.29 0.93 
3 0.22 0.25 0.91 
Scale& 
Rotation (1  ) 
1 0.24 0.25 0.13 
2 0.15 0.25 0.04 
3 0.17 0.26 0.04 
Scale& 
Rotation (-0.75  ) 
1 0.24 0.30 0.06 
2 0.25 0.38 0.03 
3 0.25 0.30 0 
Gaussian filtering 
1 0.64 0.89 0.83 
2 0.56 0.91 0.91 
3 0.74 0.92 0.90 
Sharpening 
1 0.46 0.87 0.90 
2 0.39 0.63 0.71 
3 0.62 0.89 0.91 
Where ‘1’ means Lena image, ‘2’ means Peppers image, ‘3’ means Goldhill image 
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Fig. 3-8. Performance of our method after contrast stretching 
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Fig. 3-9. Performance of our method after pixels circular shifting 
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Fig. 3-10. Performance of our method after scaling 
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(a)             (b)           (c)        (d) 
Fig. 3-11.   Attacked watermarked image ‘Goldhill’ 
(a) JPEG Compression QF=20, (b) 400 pixel random shifted, 
 (c) 20 degree of contrast stretching, (d) Gaussian white noise, variance=0.01 
 
3.6 Summary 
A novel robust watermarking algorithm using the WBCT that exploited the energy 
relations between parent and children coefficients was presented in this chapter. The 
special relationship between “parent” and “children” coefficients provided energy 
invariant before and after JPEG compression showed that even for QF set as low as 
10, the percentages of invariant energy relations of all test images were above 75%. 
Based on this invariant relationship, the watermarking embedding and detection 
algorithms were described. By comparing with two other wavelet methods, the 
proposed method exhibited more robustness against most non-geometrical and 
geometrical attacks, such as JPEG 2000 compression (as low as QF=10), 400 pixels 
circular shifting and contrast stretching (as low as 20%), while maintaining an 
excellent perceptual invisibility. 
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4.0 Proposed Semi-fragile Watermarking Algorithms 
 
This chapter presents a detailed discussion on two proposed semi-fragile 
watermarking schemes, which are SLT block based and WBCT non-block based. The 
SLT method will be analysed in detail and compared with two existing transforms 
based on DCT and PST in Section 4.1. The performance of the WBCT semi-fragile 
watermarking will be evaluated against various attacks and false detection rates in 
Section 4.2. 
 
4.1 Proposed SLT Block Based Semi-fragile Watermarking Algorithm 
This section provides an introduction to the Slant transform, and discusses the details 
of the embedding, detection and authentication processes associated with 
watermarking. The experimental results based on SLT will be compared with DCT 
and PST based methods.  
 
4.1.1 Slant Transform 
The SLT has been applied to image coding in the past [58] and for robust 
watermarking [27]. It has been shown that it could provide a significant bandwidth 
reduction and a lower mean-square error for moderate size image blocks. Similar to 
the Walsh-Hadamard transform for image processing applications, the SLT can be 
considered as a sub-optimum transform for energy compaction, particularly for 
coding and compression. However, for digital watermarking, this sub-optimality is 
useful for robust information hiding by exploiting the spread of middle to higher 
frequency bands [27]. In this section, we will investigate the suitability of the slant 
transform for semi-fragile watermarking. The forward and inverse of SLT [27, 58] 
can be expressed as follows: 
T
N NV S US= , 
T
N NU S VS=     (4-1) 
 
Where U  represents the original image of size N N× , V  represents the transformed 
components and NS is the N N×  unitary Slant matrix given by 
 
( ) ( )
( ) ( )
2 2 2 2 2
2
2 2 2 2
1 0 1 0
0 0
0 0 01
0 1 0 1 02 0 0
0 0
N N N N
N N N
N
N
N N N N
N N
a b a b
I I S
S S
b a b a
I I
− −
− −
 
 − 
    =  −    − 
 −
 
, 
2
1 11
1 12
S  =  − 
  as base case, 
and ( )2 2NI −  is the identity matrix of dimension ( )2 2N −  and 
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              (4-2) 
are constants. 
4.1.2 Watermark Embedding Process  
The block diagram of the proposed semi-fragile watermark embedding process is 
shown in Figure 4-1. Firstly, the original image is divided into non-overlapping 
blocks of 8 8×  pixels, and then the Slant transform is applied to each block. The 
watermark embedding is performed by modifying the random selected mid-frequency 
of the SLT coefficients in each block by using a secret key. The watermark is a 
pseudo-random sequence (1 and -1). Probabilistically, the watermark string will vary 
between blocks due to the pseudo-random sequence. The watermark embedding 
algorithm is illustrated as follows: 
( ) ( )
( )
( )
, 1 1
' , 1
, 1
x x w w w
x x w
x w
τ τ
α τ
α τ
≥ ∧ = ∨ ≤ − ∧ = −
= < ∧ =
− > ∧ = −
  (4-3) 
where x  is the SLT coefficient of the host, 'x  is the modified SLT coefficient, w  is 
the watermark bit, 0τ >  is the threshold which controls the perceptual quality of the 
watermarked image and [ ]2,α τ τ∈  is a constant. The inverse Slant transform is then 
applied to each block to produce the watermarked image. 
 
 
Fig. 4-1. The proposed SLT watermark embedding process 
4.1.3 Watermark Detection Process  
The block diagram of the proposed authentication steps is shown in Figure 4-2. The 
first step in the authentication process is the watermark retrieval. Similar to the 
watermark embedding process, the test image is divided into non-overlapping blocks 
of size 8 8×  pixels and the Slant transform is applied to each block. The watermark 
bits are extracted (using a secret key) from the middle frequency SLT coefficients 
(which are modified in the embedding process) using the following equation: 
1, 0
'
1, 0
y
w
y
≥
= − <
     (4-4)  
where y  is the SLT coefficient of the test image and 'w  is the extracted watermark 
bit. 
 
 
Fig. 4-2. The proposed SLT watermark detection process 
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4.1.4 Watermarked Image Authentication 
In the authentication process, the extracted bits from each block are compared with 
the corresponding original watermark. The correlation coefficient ρ  between the 
extracted and original watermarks, defined as: 
( )( )
( ) ( )2 2
' '
' '
w w w w
w w w w
ρ
∑ − −
=
∑ − ∑ −
     (4-5) 
is used as the similarity measure in the comparison. The authenticity of a given block 
is verified by comparing the ρ  with a threshold λ . If ρ λ≥ then the block is labeled 
as not tampered and if ρ λ< , it is labeled as tampered. λ  is an error tolerance margin 
for non-malicious manipulations and ranges between 1 and -1. It is also used for the 
tradeoff between the false alarm rate ( FP  ) and the missed detection rate ( MDRP ) which 
are defined as: 
FP =  % of un-tampered pixels detected as tampered 
MDRP =% of tampered pixels detected as un-tampered 
 
In Figure 4-3, the missed detection rate decreases if the threshold λ  is in close 
proximity to 1, whilst the false alarm rate increases. However, if the threshold λ  is 
set in close proximity to -1, then the missed detection rate increases and the false 
alarm rate decreases. Therefore, the performance trade-off between FP  and MDRP , 
needs to be analysed in order to determine the optimum threshold λ . 
 
Fig. 4-3. The relationship between threshold λ and FP , PMDR  
In all the experiments, the value of the detection threshold is λ  chosen as 0.5, which 
was derived empirically through experiments. Figure 4-4 illustrates the overall 
relationship between λ , FP and MDRP  for the proposed SLT semi-fragile watermarking 
scheme. The watermarked image ‘Goldhill’ (Figure 4-4a) has been tampered with a 
rectangular block and JPEG compressed at QF=75 (Figure 4-4b). Figure 4-4c shows 
the pre-determined threshold λ  = 0.5 used for authentication. The authenticated 
image shows that the proposed semi-fragile watermarking scheme can localise the 
tampered region with reasonable accuracy, but with some false detection errors. In 
Figures 4-4d and 4-4e, the upper and lower thresholds λ = 0.7 and λ = 0.3 were used 
for comparison, respectively. Figure 4-4d shows the authenticated image has a lower 
missed detection rate but with a higher false alarm rate. Figure 4-4e shows that the 
false alarm rate has decreased whilst the missed detection rate has increased in the 
authenticated image. From this comparison, λ  = 0.5 was chosen for JPEG 
compression at QF=75 as this is the default quality factor when compressing images. 
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(a)    (b) 
   
(c)         (d)                  (e) 
 
Fig. 4-4. Different thresholds for QF=75 of image ‘Goldhill’  
 
4.1.5 Experimental Results 
We perform a number of experiments to evaluate the performance of the proposed 
SLT semi-fragile watermarking scheme. This scheme is then compared with two other 
existing watermarking schemes: the PST domain based [26] and the DCT based 
domain [44]. For cross-comparison purposes across the difference schemes, eight 
watermarks are randomly embedded in the mid-frequency coefficients each 8 8×  
block in the respective transform domain, as shown in Figure 4-5. The embedding 
strength of the watermark in each scheme is adjusted such that the PSNR of the 
watermarked images is approximately 33 dB.  
 
Fig. 4-5. Slant transform frequency bands for watermarking embedding 
 
Nine test images of size 512 512×  are used in our experiments for evaluating the 
proposed and existing watermarking schemes. Common test images used include 
Lena, Baboon, Ship, Trucks, Bridge and San Diego, as well as three simulated law 
enforcement images, Gun, Car1 and Car2. These simulated images are shown in 
Figure 4-6.  
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            (a)                  (b)            (c) 
 
Fig. 4-6. Simulated law enforcement images, (a) gun, (b) Car1 and (c) Car2 
 
In the first set of experiments, we compare the performance of the watermarking 
schemes against the copy & paste attack.  In the attack, a number of 8 8× blocks 
within the watermarked image are replaced with blocks randomly selected from the 
same image. The experiment is repeated 10 times using different watermark keys and 
tampered blocks, and the average results are then calculated. Figure 4-7 (a)-(d), shows 
the original, watermarked, tampered, and authenticated images for the Car1 
photograph, respectively. 
 
  
     (a)     (b) 
  
(c)     (d) 
Fig. 4-7. Show the original, watermarked, tampered and authenticated for the car1 
image (a)-(d) 
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The performance of the watermarking schemes is measured in terms of the false alarm 
rate ( FP ), and the missed detection rate ( MDRP ). Table 4-1 compares the performance 
of the watermarking schemes against the copy-paste attack where 20% of the blocks 
have been tampered.  It can be observed that the three watermarking schemes perform 
similarly against the copy-paste attack, with the SLT performing slightly better than 
the others. The performance between standard test images and the three law 
enforcement images is also relatively similar. 
 
The performance of the watermarking schemes against the copy-paste attack is also 
compared against the presence of JPEG compression and additive Gaussian noise; the 
results are presented in Tables 4-2 to 4-5. It should be noted that a slightly moderate 
JPEG compression and additive Gaussian noise are considered to be legitimate 
manipulations. Hence, the semi-fragile watermarking schemes are expected to be 
robust against these manipulations. In addition, for JPEG compression with quality 
factor QF = 85, all the watermarking schemes perform similarly in comparison with 
the results obtained when no JPEG compression is applied. These results also 
demonstrate the characteristic of our semi-fragile watermarking scheme. However, 
with increased compression (QF=75), there is a clear difference in the performance of 
the watermarking schemes. From the results, it can be seen that the PST and the DCT 
based schemes performed better than the proposed SLT-based scheme. Moreover, 
there is also a difference in the performance of the proposed watermarking schemes 
for different images. For images containing high texture (Baboon and San Diego), the 
detection performance is better in comparison to other images with less texture. In the 
case of additive Gaussian noise, the number of un-tampered blocks detected as 
tampered, increases as the noise is increased. From Tables 4-1 and 4-2, our proposed 
SLT scheme achieves much lower false alarm rates than the DCT and PST schemes. 
The three simulated law enforcement images all yielded the lowest false alarm rates. 
Therefore, it is clear from the results obtained that the proposed SLT based scheme 
provides an improvement of robustness to additive Gaussian noise than the other two 
schemes. 
 
Table 4-1 
Comparative performance of the watermarking schemes against 
 copy-paste attack (20% tamper) 
Test images 
SLT DCT PST 
FP  MDRP  FP  MDRP  FP  MDRP  
Lena 0 9.06 0.05 9.68 0 9.95 
Baboon 0 9.41 0.19 9.47 0 10.11 
Ship 0 9.99 0.08 10.26 0 9.78 
Trucks 0 9.47 0.01 9.56 0 9.47 
Bridge 0 9.38 0.17 10.01 0 9.57 
San Diego 0 9.65 0.04 9.69 0 9.06 
Gun 0 10.05 0.12 9.07 0 9.24 
Car1 0 9.54 0.20 9.28 0 9.66 
Car2 0 9.37 0.50 9.51 0 9.72 
Average 0 9.55 0.15 9.61 0 9.62 
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Table 4-2 
Comparative performance of the watermarking schemes against  
copy-paste attack (20% tamper) and JPEG compression (QF= 85) 
Test images 
SLT DCT PST 
FP  MDRP  FP  MDRP  FP  MDRP  
Lena 0 8.58 0.23 9.85 0 9.99 
Baboon 0.01 9.63 0.35 9.44 0 9.9 
Ship 0 9.47 0.13 10.05 0 9.35 
Trucks 0 9.89 0.07 9.58 0 9.39 
Bridge 0.05 9.56 0.4 10.13 0.03 9.56 
San Diego 0 9.55 0.15 9.8 0 9.57 
Gun 0.03 9.1 0.35 9.66 0.01 9.63 
Car1 0.01 9.78 0.42 9.56 0 9.22 
Car2 0.17 9.11 1 9.29 0.04 9.56 
Average 0.03 9.41 0.3 9.71 0.01 9.57 
 
Table 4-3 
Comparative performance of the watermarking schemes against 
 copy-paste attack (20% tamper) and JPEG compression (QF= 75) 
Test images 
SLT DCT PST 
FP  MDRP  FP  MDRP  FP  MDRP  
Lena 21.07 9.58 0.75 9.07 0 9.49 
Baboon 9.69  9.84 1.58 9.13 0.01 10.04 
Ship 20.21 9.32 0.96 9.93 0.01 8.86 
Trucks 15.04 9.22 0.88 9.55 0 9.78 
Bridge 12.54 9.8 1.73 10.29 0.32 9.78 
San Diego 8.94 9.99 1.4 9.43 0 9.63 
Gun 24.84 9.85 1.2 9.18 0.26 9.17 
Car1 15.89 10.44 1.45 9.13 0.03 9.88 
Car2 17.79 9.48 3.51 9.11 1.11 9.54 
Average 16.22 9.72 1.5 9.42 0.19 9.57 
 
Table 4-4 
Comparative performance of the watermarking schemes against 
 copy-paste attack (20% tamper) and additive Gaussian noise (variance= 0.003) 
Test images 
SLT DCT PST 
FP  MDRP  FP  MDRP  FP  MDRP  
Lena 10.21 9.48 15.6 9.65 11.72 9.2 
Baboon 10.39  9.4 16.14 8.59 11.47 10.5 
Ship 10.58 9.56 16.23 10.58 11.77 9.36 
Trucks 10.53 8.79 15.84 9.81 12.17 9.44 
Bridge 10.19 10.46 16.18 9.89 11.6 10.26 
San Diego 10.26 9.93 15.5 10.66 11.45 9.97 
Gun 5.75 9.24 15.24 10.02 9.64 9.28 
Car1 5.16 10.17 14.47 9.22 8.97 9.55 
Car2 6.35 9.45 16.23 9.29 10.33 9.61 
Average 8.49 9.61 15.71 9.75 11.01 9.69 
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Table 4-5 
Comparative performance of the watermarking schemes against 
 copy-paste attack (20% tamper) and additive Gaussian noise (variance= 0.005) 
Test images 
SLT DCT PST 
FP  MDRP  FP  MDRP  FP  MDRP  
Lena 13.52 8.83 21.97 10.62 16.94 9.61 
Baboon 13.49  9.52 21.34 9.93 15.80 10.46 
Ship 14.21 9.81 22.33 10.62 16.96 9.85 
Trucks 13.46 10.18 21.76 9.85 16.87 9.52 
Bridge 13.59 10.22 21.89 9.52 16.90 9.08 
San Diego 13.50 10.26 21.66 10.91 16.64 9.56 
Gun 16.24 9.55 28.63 9.41 22.58 9.05 
Car1 15.14 9.74 26.91 9.38 20.87 9.58 
Car2 17.04 9.28 28.47 9.3 22.3 9.67 
Average 13.35 9.71 23.88 9.95 18.43 9.6 
 
4.2 Proposed WBCT Non-block Based Semi-fragile Watermarking 
Algorithm 
In this section, we discuss our proposed WBCT semi-fragile watermarking algorithm 
with analysing the patterns of the parent-children relationships and how they can be 
affected by the different manipulations in the WBCT domain. We also discuss the 
details of the watermark embedding, detection, and authentication processes. 
Experimental results are also presented in this section.  
 
4.2.1 Coefficient Differences Analysis 
In Section 3.2, we investigated the characteristics of the energy relations of the 
original images between the parent and the children coefficients before and after 
JPEG compression. The results showed that these invariant relations still maintain 
above 75% when the QF=10. Therefore, this subsection attempts to analyse the 
different patterns of the parent-children relationships when the image have undergone 
different manipulations. These including malicious manipulation such as copy and 
paste attack and non-malicious manipulations such as JPEG/JPEG2000 compression, 
Gaussian noise Gaussian filtering and contrast stretching. In Figure 4-8, the ‘Goldhill’ 
image is used for our detailed analysis. Six scatter plots illustrate the differences 
between the absolute value of parent-coefficients and the averages of its children-
coefficients before manipulations and the differences after manipulations. The 
diagonal line represents the y = x axis. From Figure 4-8 (a) to (e), each scatter plot 
illustrates the difference before and after non-malicious manipulations with cluster 
points varying along the diagonal line. In Figure 4-8f, the differences after malicious 
manipulation (copy and paste) are changed significantly and clusters are formed and 
spread around the origin. From our analysis, we conclude that the characteristic of 
parent-children relationship is robust against a significant amount of non-malicious 
manipulations and still fragile to content modification. This demonstrates that the 
parent-children relationship is indeed feasible for incorporation into our proposed 
semi-fragile watermarking algorithm. 
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Fig. 4-8.   Scatter plots showing  the distributions of the coefficient differences before and 
after manipulations of image ‘Goldhill’  (a) JPEG (QF=70) (b) JPEG2000 (QF=70) (c) 
Gaussian noise (v=0.0003) (d) Gaussian filtering (e) Contrast stretching (f) copy and paste 
(64 × 128) 
 
4.2.2 Watermark Embedding Process 
In our proposed method, the size of the cover image is 512 512×  and the watermark 
is (512 / 4 512 / 4)× . The watermark is a pseudo-random binary {1, 0} sequence. The 
block diagram of the proposed embedding process is shown in Figure 4-9. To begin 
with, the original image is decomposed into 12 sets of parent and children coefficients 
by applying WBCT. Afterwards, the parent-children relationships of four subbands 
are extracted by using a key. According to these relationships, the watermark bits are 
embedded by modulating the corresponding parent coefficients, as follows: 
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where P  is denoted as a parent coefficient in the image, and ( 1,2,3,4)C ii =  its 
corresponding four children. w  is the watermark bit. The threshold T controls the 
perceptual quality and robustness of the watermarked image, where 0T > . The 
parameters 1K  and 2K  are both constants. Finally, the watermarked image is 
reconstructed by applying the inverse WBCT transform. 
 
 
Fig. 4-9.  The proposed semi-fragile watermark embedding process in WBCT domain 
4.2.3 Watermark Detection Process 
The detection and authentication process is shown in Figure 4-10. The WBCT is first 
performed on the test image, which is decomposed into 12 sets of parent and children 
coefficients. A key is used for extracting four subbands of the parent-children 
relationships from the 12 sets. The watermark bits 'w  are then extracted from these 
relationships, using the following detection algorithm: 
 
1 ( ) )
' 0 ( ) )
1 ( ( ) )
(
(
P mean C T Mi
w P mean C T Mi
T M P mean C T Mi
− >= +
= − <= −
− − < − < +





    (4-7) 
 
where M is an error tolerance margin value to decrease the false alarm rates caused 
by non-malicious manipulations. If ' 1w = − , we cannot immediately confirm whether 
the extracted watermark bit is ‘1’ or ‘0’, as the value has likely been modified as a 
result of compression.  However, as the value ' 1w = −  is in close proximity to 0 and 1, 
we can be confident that the value was not modified as a result of tampering (where 
we would expect the value to be significantly larger or smaller).  
 
 
 
Fig. 4-10.  The proposed semi-fragile detection and authentication process in WBCT 
domain 
 
Figures 4-11 to 4-13 show the histograms of differences before and after non-
malicious manipulations in the first embedding subband of the image ‘Goldhill’.  
These distributions exhibit a sharp peak at zero amplitude and tailing off rapidly to 
both sides of the peak. This implies that the differences distribute sparsely, as the 
majority of differences are close to zero, which further prove that most of the parent-
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children relationships before and after non-malicious manipulations maintain their 
invariance. Similar distributions are also observed from other test images during the 
experiments. We found that the differences between the distributions vary from 5 to -
5. Higher values of M  result in increasing missed detection rate (MDR), while lower 
values of M  result in increasing false alarms. Therefore, we set the error tolerance 
margin value 5M = , which is the trade-off between the false alarm rate and MDR. 
 
 
Fig. 4-11. The histogram of differences before and after JPEG compression 
 (a) QF=90   (b) QF=70 (c) QF=50 
 
 
Fig. 4-12. The histogram of differences before and after JPEG2000 compression 
(a) QF=90 (b) QF=70 (c) QF=50 
 
 
Fig. 4-13. The histogram of differences before and after 
(a) Gaussian noise (b) Gaussian filtering (c) contrast stretch 
 
4.2.4 Watermarked Image Authentication Process 
For the authentication process as shown in Figure 4-10, a difference image is obtained 
by comparing the original watermark with the extracted watermark. The 
authentication algorithm is shown as follows:  
1 ( ')
0 ( ' ' 1)
w w
dif
w w w∨
≠
=
= = −



     (4-8) 
 
This difference image is used for locating the tampered regions. The difference image 
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is divided into four parts, and each part represents the difference image of each 
subband. In order to obtain more directional information, the four parts are fused into 
one difference image by utilising the following operation: 
 
fusion =
0 ( A = B = 0)
1 (otherwise)




    (4-9) 
Examples for the fusion results are shown in Figure 4-14.  The white spots represent 
the detected tampered region from four subbands which are then fused into one 
difference image. It can be clearly seen from the fused image that the white spots are 
now much more prominent. Finally, for the authenticated image, we apply the 
morphological operators to improve the detection performance. Most of the false 
alarms distribute sparsely as a result of artefacts caused from signal processing 
operations such as JPEG compression, whereas MDRs from the copy and paste attack 
distribute more densely relatively. Morphological operators are commonly used as a 
nonlinear technique in image processing [63] to reduce false alarm rate and MDR. 
 
Fig.4-14. Example for fusion process for WBCT semi-fragile watermarking 
 
4.2.5 Experimental Results 
To evaluate the performance of our semi-fragile watermarking scheme, similar to 
Section 4.1.5, nine test images of size 512 512×  are used for our experiments. These 
images include common test images such as Lena, Boats, Trucks, San Diego, Peppers, 
and Goldhill, as well as three simulated law enforcement images, Gun, Car1 and Car2 
(as shown in Figure 4-6). The PSNR of these watermarked images is approximately 
33 dB. Figure 4-15 (a)-(c), shows the watermarked, tampered and authenticated 
images for the car2 photograph, respectively. 
 
   
(a)         (b)                 (c) 
 
Fig. 4-15. (a)-(c) show watermarked, tampered and authenticated for the car2 image 
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In order to analyse the false alarm and missed detection rate, we investigate the 
following manipulations:   
 
• JPEG compression only from QF=90 to 50 (Figure 34) 
• JPEG2000 compression only from QF=90 to 50 (Figure 35) 
• 3 × 3 Gaussian filtering only (Table 9) 
• Additive Gaussian noise (PSNR above 35db) only (Table 9) 
• Contrast stretch (1%) only (Table 9) 
• JPEG compression QF=90, 70, 50 with copy & paste attack (Table 10) 
• JPEG2000 compression QF=90, 70, 50 with copy & paste attack (Table 11) 
• 3 × 3 Gaussian filtering with copy & paste attack (Table 12) 
• Additive Gaussian noise (PSNR above 35db) with copy & paste attack (Table 12) 
• Contrast stretch (1%) with copy & paste attack (Table 12) 
 
Figures 4-16 and 4-17 illustrate the detection performance for JPEG and JPEG2000 at 
different quality factors of compression. The false alarm rates increase gradually as 
the quality factor decreases. In the case of high compression at QF=50, the false alarm 
rates are relatively low, less than 20% for JPEG compression and 6% for JPEG2000.  
The results clearly indicate that the detection performance for JPEG 2000 
compression is much better than JPEG at the same quality factor. The performances 
of our algorithm against additive Gaussian noise, filtering and contrast stretching are 
given in Table 4-6. The performance between standard test images and the three law 
enforcement images is also relatively similar. From the results, we can observe that 
our proposed algorithm is robust against different signal processing operations, which 
are considered to be non-malicious manipulations. 
 
 
Fig. 4-16. Performance of false alarm rate after JPEG compression 
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Fig. 4-17. Performance of false alarm rate after JPEG2000 compression 
 
Table 4-6 
Performance of false alarm rate after  
Gaussian noise, Gaussian filtering and contrast stretching 
 
Gaussian 
noise 
Gaussian 
filtering 
Contrast  
stretching 
FP  FP  FP  
Lena 8.03 1.20 0.95 
Boats 7.86 1.17 1.44 
Trucks 4.22 0.51 3.49 
San Diego 2.69 0.90 0.98 
Peppers 8.33 0.93 0.32 
Goldhill 7.28 1.22 0.27 
Gun 8.40 1.47 0.88 
Car1 5.22 1.90 0.32 
Car2 6.49 1.90 0.10 
Average 6.50 1.24 0.97 
 
The performance of the proposed watermarking algorithm against the copy and paste 
attack with 64×128 pixels is also compared in the presence of non-malicious 
manipulations. Tables 4-7 and 4-8 illustrate the watermarked images that are JPEG 
and JPEG 2000 compressed with QF=90, 70 and 50, after copy and paste 
modifications have been made. The detection performance after copy and paste 
attacks with additive Gaussian noise, Gaussian filtering and contrast stretching are 
given in Table 4-9. In Table 4-7, the results indicate that our method can detect the 
tampered regions accurately. On average, MDR is approximately 1%, while false 
alarm rate is below 4%.  
Test images ‘Trucks’ and ‘San Diego’ and law enforcement image ‘Car1’ indicate a 
better performance with approximately 2% for both false alarm rates and missed 
detection rate.
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In terms of JPEG2000 compression with the copy and paste attack, the results given 
in Table 4-8 indicate better performances than JPEG compression. In Tables 4-7 and 
4-8, the two outdoor law enforcement images, ‘Car1’ and ‘Car2’, achieve much better 
performance than the indoor image ‘Gun’ in terms of false alarm rates. When the false 
alarm rates are below 6%, MDRs are approximately 0.5%. In particular, the ‘Goldhill’ 
test image performs better when MDRs are very close to 0% and the false alarm rate 
is approximately 4%. The performance between standard test images and the three 
law enforcement images are also relatively similar. The false alarm rates and MDRs 
from Tables 4-7 to 4-9 indicate that our proposed WBCT based semi-fragile 
watermarking scheme is able to authenticate and localise the tampered regions 
accurately, as well as being sufficiently robust against some legitimate attacks. Figure 
4-18 (a)-(c), show watermarked, tampered and authenticated for the ‘Gun’ image. 
Figure 4-18d show the authenticated image which has been tamped and then JPEG 
compressed (QF=70). Figure 4-18e shows the authenticated image which has been 
tampered and JPEG compressed (QF=70) and then applied contrast stretching. 
 
Table 4-7 
Performance after copy and paste with JPEG compression 
JPEG 
QF = 90 QF = 70 QF = 50 
FP  MDRP  FP  MDRP  FP  MDRP  
Lena 4.47 0.69 3.69 0.74 1.70 1.28 
Boats 5.49 0.61 5.60 0.50 5.14 1.07 
Trucks 1.81 0.73 0.83 1.19 1.50 0.73 
San Diego 2.29 0.89 1.73 1.77 0.92 1.49 
Peppers 4.27 0.08 3.16 0.54 1.78 0.78 
Goldhill 4.63 0.55 6.29 0.53 1.71 1.76 
Gun 6.11 0.36 4.35 0.42 3.36 1.41 
Car1 2.48 0.72 1.25 1.15 0.01 2.25 
Car2 1.23 1.17 6.68 1.31 0.52 2.86 
Average 3.64 0.64 3.73 0.91 1.85 1.51 
 
Table 4-8 
Performance after copy and paste with JPEG2000 compression 
JPEG2000 QF = 90 QF = 70 QF = 50 
FP  MDRP  FP  MDRP  FP  MDRP  
Lena 3.49 0.61 5.05 0.76 1.44 0.72 
Boats 5.4 0.53 5.49 0.51 5.59 0.49 
Trucks 1.81 0.64 1.81 0.64 1.61 0.73 
San Diego 3.05 0.53 2.03 0.77 1.93 1.19 
Peppers 4.64 0 8.74 0 4.64 0 
Goldhill 4.63 0.55 4.92 0.49 5.31 0.40 
Gun 6.20 0.34 7.08 0.31 7.08 0.31 
Car1 2.48 0.60 2.48 0.60 2.26 0.65 
Car2 1.33 0.96 1.27 0.99 1.11 2.31 
Average 3.67 0.53 4.32 0.56 3.44 0.76 
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Table 4-9 
Performance after copy and paste with three signal processing 
 Gaussian 
noise 
Gaussian 
filtering 
Contrast  
stretching 
FP  MDRP  FP  MDRP  FP  MDRP  
Lena 3.83 0.36 3.37 0.46 8.54 0 
Boats 9.5 0.49 6.37 0.69 6.47 0.56 
Trucks 7.15 0.31 11.06 0.31 6.36 0.64 
San Diego 4.5 0.70 4.91 0.59 5.10 0.54 
Peppers 1.42 0.87 5.30 0.38 6.13 0.19 
Goldhill 3.63 0.25 4.27 0.08 4.59 0.19 
Gun 2.39 1.23 2.49 0.63 5.05 0.08 
Car1 7.52 0.40 6.63 0.63 9.33 0.29 
Car2 4.49 1.20 1.03 0.91 4.64 0.90 
Average 4.94 0.65 5.05 0.52 6.25 0.38 
 
   
(a)         (b)      (c) 
 
  
        (d)      (e) 
 
Fig. 4-18.  (a)-(e) show watermarked, tampered and three authenticated images of 
Gun 
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4.3 Summary 
In this chapter, we proposed two novel transforms for semi-fragile watermarking of 
images: the Slant transform as a block based algorithm, and the wavelet-based 
contourlet transform as a non-block based algorithm, were analysed and compared in 
details in Sections 4.1 and 4.2, respectively. For the SLT semi-fragile watermarking 
scheme in Section 4.1, the watermark was embedded into the middle frequency SLT 
coefficients of non-overlapping blocks of the test images. Standard test images and 
three simulated law enforcement images were used in our experiments. The 
performance of the SLT based semi-fragile scheme was compared with the DCT and 
PST based schemes. The comparative studies showed that the SLT-domain 
watermarking scheme performed better against the copy-paste attack and additive 
Gaussian noise. However, the PST and DCT-domain watermarking schemes 
performed better than the SLT-domain watermarking against JPEG compression. 
 
For the WBCT semi-fragile watermarking scheme in Section 4.2, watermarking bits 
were embedded by modulating the parent-children relationship in the contourlet 
domain. The experimental results demonstrated that our proposed WBCT 
watermarking scheme achieved good performances in detecting different kinds of 
manipulations with MDR at approximately 1%, whilst maintaining a false alarm rate 
below 6.5%. Overall, the use of the parent-children relationship of WBCT allowed 
our algorithm to detect and localise the manipulated areas precisely when certain 
degrees of non-malicious manipulations were applied. Compared to the SLT-domain 
semi-fragile watermarking scheme, the WBCT domain scheme is more preferable for 
use with a wide range of images, as a result of the unique parent-child relationship for 
each image. This characteristic of parent-child relationships can be utilised for semi-
fragile watermark embedding, extraction and authentication processes, and is adaptive 
for a wide range of images, each with varying details.  
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5.0 Benford’s Law for Semi-fragile Watermarking 
 
As discussed in Section 4.1.4, there is a performance trade-off between missed 
detection rate MDRP  and the false alarm rate FP . Figure 5-1 illustrates the overall 
relationship between threshold, FP  and MDRP . The watermarked image ‘Lena’ has been 
tampered with a rectangular block and JPEG compressed at QF=75. Figure 5-1a 
shows the pre-determined threshold τ = 0.5 used for authentication. The authenticated 
image shows that the proposed semi-fragile watermarking scheme can localise the 
tampered region with reasonable accuracy, but with some false detection errors. In 
Figures 5-1b and 5-1c, the lower and upper thresholds τ = 0.3 and τ = 0.7 were used 
for comparison, respectively. Figure 5-1b shows that the false alarm rate has 
decreased whilst the missed detection rate has increased in the authenticated image.  
Figure 5-1c shows the image has a lower missed detection rate but with a higher false 
alarm rate. From this comparison, τ = 0.5 was chosen for JPEG compression at 
QF=75. However, if QF =95, then τ = 0.5 may not be adequate as shown in Figure 5-
2a. The missed detection rate is higher than Figure 5-2b withτ = 0.9. Therefore, it 
would be advantageous to be able to estimate the QF of JPEG compression, so that an 
adaptive threshold can be applied for increasing the authentication accuracy. In this 
chapter, we propose the use of generalised Benford’s Law to estimate the QF for 
semi-fragile watermarked images. The background of Benford’s Law, generalised 
Benford’s Law and their relationship with the watermarked image, JPEG compressed 
watermarked image are also described.  
 
   
(a)     (b)        (c) 
Fig. 5-1. Different thresholds for QF=75 
 
  
(a)      (b) 
Fig. 5-2. Different thresholds for QF=95 
5.1 Background of Benford’s Law 
Benford’s Law was introduced by Frank Benford in 1938 [2] and then was developed 
by Hill [24] for analysis of the probability distribution of the first digit (1-9) of the 
number from natural data in statistics. Benford’s Law has also been applied to 
accounting forensics [17, 53]. Since the DCT coefficients of a digital image obey 
Benford’s Law, it has recently attracted a significant amount of research interests in 
image processing and image forensics [19, 31, 56,]. The basic principle of Benford’s 
Law is given as follows: 
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( ) 10
1log 1 , 1,2, 9p x x
x
 = + = 
 
     (5-1) 
where x  is the first digit of the number and ( )p x  is the probability distribution of x . 
In contrast to digital image watermarking which is an “active” approach by 
embedding bits into an image for authentication, image forensics is essentially a 
“passive” approach of analysing the image statistically to determine whether it has 
been tampered with. Fu et al. [19] proposed a generalised Benford’s Law, used for 
estimating the QF of the JPEG compressed image, as shown in equation (5-2). 
( ) 10
1log 1 , 1,2, 9qp x N xs x
 = + = + 
    (5-2) 
where N is a normalisation, and s and q  are model parameters [19]. Their research 
indicated that the probability distribution of the first digit of the JPEG coefficients 
obey generalised Benford’s Law after the quantisation. Moreover, the probability 
distributions were not following the generalized Benford’s Law if the image had been 
compressed twice with different quality factors. Thus, by utilizing this property, the 
QF of the image can be estimated.  
 
5.2 Benford’s Law, Generalised Benford’s Law vs. Watermarked 
Images 
The feasibility of generalised Benford’s Law for use in semi-fragile watermarking 
was first investigated. In our experiment, we selected 1338 uncompressed grayscale 
images from the Uncompressed Image Database (UCID) [62] for analysis to ensure 
that there was no compression performed on the images previously.  Throughout this 
section we adhere to the same terminology as used in [19], where “Block-DCT 
coefficients” refers to the 8×8 block-DCT coefficients before the quantisation, and 
“JPEG coefficients” refers to the 8×8 block-DCT coefficients after the quantisation. 
Figure 5-3 illustrates the comparison between the probability distribution of Benford’s 
Law, mean distribution of 1st digit of block-DCT coefficients of 1338 images and the 
watermarked images. The average PSNR between the original images and 
watermarked images was approximately 35.71dB, which is considered to be of 
acceptable image quality. Figure 5-3 shows that the distribution of the 1st digits of the 
block-DCT coefficients for the uncompressed images obeys Benford’s Law closely. 
This was also observed by Fu et al. in their analysis [19]. In terms of the watermarked 
images, the mean distribution also follows Benford’s Law. The mean standard 
deviations of the 1338 uncompressed images and their watermarked images are 
considerably small, as shown in Table 5-1. The average 2χ divergence [19] for 
watermarked images is also small at 0.0115. This indicates a good fitting between 
Benford’s Law and watermarked images. The 2χ divergence is shown in equation (5-
3). 
( )292
1
'i i
i i
p p
p
χ
=
−
=∑                  (5-3) 
 45 
where 'ip  is the actual 1
st digit probability of the DCT coefficients of the 
watermarked images and ip is the 1
st digit probability  from Benford’s Law in 
equation (5-1). Hence, the results indicated that the probability distribution 1st digits 
of the block-DCT coefficients of the watermarked images follow Benford’s Law. 
Figure 5-4a illustrates an example of 8×8 DCT coefficients. The 1st digits of the AC 
coefficients are then extracted as shown in Figure 5-4b.  
 
Figures 5-5 to 5-7 illustrate the comparisons between the probability distribution of 
Benford’s Law, generalized Benford’s Law and the mean distributions of the 1st digits 
of block JPEG coefficients of the watermarked images compressed at QF=100, 75, 
50, respectively. Table 5-2 summarises the mean standard deviations obtained for the 
1338 original and watermarked images, JPEG compressed at the three QF rates are 
considerably small. Furthermore, as shown in Table 5-3 the 2χ divergences are also 
calculated by using equation (5-3), where 'ip  is the actual 1
st digit probability of the 
JPEG coefficients of the compressed watermarked images, ip  is the 1
st digit 
probability from generalised Benford’s Law in equation (5-2) and N , s and q  are 
model parameters gained from [19]. These results also indicate the good fitting 
between generalized Benford’s Law and watermarked images compressed with 
different QFs, respectively. The results indicated that the probability distributions of 
the 1st digits of JPEG coefficients of the watermarked images, in Figures 5-5 to 5-7, 
obey generalised Benford’s Law model proposed by Fu et al. [19], in equation (5-2). 
Hence, we could employ their model to estimate the unknown QF of test images to 
adjust the threshold for authentication. The improved authentication process is 
described in next section. 
 
 
Fig. 5-3. 1st digit of block-DCT coefficients 
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Table 5-1 
Mean standard deviations of 1338 images 
1st digit Original images Watermarked images 
1 0.0139 0.0145 
2 0.0084 0.0078 
3 0.0067 0.0068 
4 0.0050 0.0049 
5 0.0037 0.0030 
6 0.0032 0.0023 
7 0.0028 0.0021 
8 0.0028 0.0023 
9 0.0022 0.0021 
 
1.3 3 4.7 3.2 0.19 0.25 0.5 4.5 5.6
7.9 0.7 0.6 4.9 1.9 2.9 3.7 3.3
5.0 0.2 1.6 1.7 0.6 0.4 1.8 2.2
2.3 1.1 1.7 0.9 0.7 1.3 0.2 1.1
1.0 1.2 0.3 1.4 1.7 1.1 1.4 0.6
1.2 0.4 1.8 0.1 2.0 0.7 1.6 0.7
1.7 0.2 3.1 1.6 1.6 2.2 1.2 0.
e + − − −
− − −
− − − − − −
− −
− − − − − −
− − − −
− − − − 9
1.3 0.4 2.4 1.6 0.8 1.9 0.5 0.6− − − −
 
4 3 1 2 5 4 5
7 7 6 4 1 2 3 3
5 2 1 1 6 4 1 2
2 1 1 9 7 1 2 1
1 1 3 1 1 1 1 6
1 4 1 1 2 7 1 7
1 2 3 1 1 2 1 9
1 4 2 1 8 1 5 6
 
               (a)                       (b) 
Fig. 5-4. 1st digit of 8×8 Block-DCT coefficients 
 
 
Fig. 5-5. 1st digit of JPEG coefficients (QF=100) 
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Fig. 5-6. 1st digit of JPEG coefficients (QF=75) 
 
 
Fig. 5-7. 1st digit of JPEG coefficients (QF=50) 
 
Table 5-2 
Mean standard deviations of 1338 JPEG compressed images 
 Original images Watermarked images 
1st digit QF100 QF75 QF50 QF100 QF75 QF50 
1 0.0828 0.0327 0.0399 0.0664 0.0514 0.0509 
2 0.0165 0.0067 0.0089 0.0122 0.0132 0.0149 
3 0.0169 0.0066 0.0088 0.0143 0.0111 0.0112 
4 0.0163 0.0058 0.0072 0.014 0.0082 0.0084 
5 0.0142 0.0049 0.0059 0.0121 0.0064 0.0065 
6 0.0123 0.0043 0.0048 0.0102 0.0052 0.0051 
7 0.0107 0.0037 0.0039 0.0087 0.0042 0.0041 
8 0.0094 0.0032 0.0033 0.0075 0.0035 0.0034 
9 0.0084 0.0027 0.0027 0.0065 0.003 0.0028 
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Table 5-3 
Average 2χ  of 1338 compressed watermarked images 
QF Model Parameters 2χ  N q s 
100 1.456 1.47 0.0372 0.0257 
70 1.412 1.732 -0.337 0.0292 
50 1.579 1.882 -0.2725 0.0166 
 
5.3 The Improved Authentication Method 
In this section, we explain the improved authentication process, which uses the 
generalised Benford Law model.  In Figure 5-8, an example of DCT domain based 
semi-fragile watermark detection and authentication process improved with 
generalised Benford Law model is described. The test image is divided into non-
overlapping blocks of 8 × 8 pixels and DCT is then applied to each block. The 
watermark detection process then extracts the watermark bits using a secret key. 
 
 
 
Fig. 5-8. Improved authentication process 
 
The same test image is also used for detecting the QF by the quality factor estimation 
process. This process works by firstly classifying the test image as compressed or 
uncompressed by adapting from [19]. If the test image has been compressed, the test 
image is then recompressed with the largest QF, from QF=100 to QF=50, in 
decreasing steps of 5.  We decrease in steps of 5 as this gives us the most frequently 
used quality factors for JPEG compressed images (i.e. 95%, 90%, 85% etc.). For each 
compressed test image, the probability distribution of the 1st digits of JPEG 
coefficients is obtained. Each set of values are then analysed by employing the 
generalized Benford’s Law equation and using the best curve-fitting to plot the data. 
In order to obtain the goodness of fit, we calculate the sum of squares due to error 
(SSE) of the recompressed images. We can detect the QF of the test image by 
iteratively calculating the SSE for all QFs (starting at QF=100, and decreasing in 
steps of 5), and as soon as 610SSE −≤ , we have reached the estimated QF for the test 
image.  As per the pseudocode below, the threshold 10-6 has been set to allow us to 
detect the QF of the test image. This threshold value was reported in [19], and has 
been verified by the results in our experiment. 
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If   SSE≤10-6 
Then QF has been detected.  
Break, 
End 
 
Figure 5-9 illustrates the results of estimating the QF for a test image that has 
previously been compressed with QF=70. Three curves have been drawn in order to 
fit the three probability distribution data sets: generalized Benford’s Law for QF=70, 
the test image recompressed with QF=70, and separately recompressed at QF=90.  
The distribution of QF=90 shows the worst fit and is considerably fluctuated, while 
the distribution of QF=70 is a generally decreasing curve, which also follows the 
trend of generalized Benford Law. These results indicate that if the test image has 
been double compressed without the same quality factor, the probability distribution 
would not obey the generalised Benford’s Law. Once the QF is estimated, the 
threshold τ  can be adapted according to different estimated QFs, based on the 
following conditions: 
0.9 90
0.7 90 75
0.5 75
QF
QF
QF
τ
≥
= < <
 ≤     (5-4) 
 
Finally, the correlation coefficient between original watermarks and extracted 
watermarks for each block is compared using the attuned threshold τ  to authenticate, 
in order to determine whether any blocks have been tampered with.  
 
Fig. 5-9. Estimating the QF of a watermarked image 
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5.4 Experimental Results 
The watermarked images are generated based on a simple DCT domain based semi-
fragile watermark embedding scheme by using the 1338 test images from UCID [62]. 
In order to achieve a fair comparison, different embedding parameters are randomised 
for each image such as the watermarks location, watermark string and watermark bits. 
For our analysis, four types of test images with and without attacks are considered as 
shown in Figure 5-10. 
 
 
Fig. 5-10. Four types of test images with and without attacks 
Table 5-4 summaries the results obtained for test images that have been JPEG 
compressed only. To evaluate the accuracy of the quality factor estimation process, 
each test image has been blind compressed from QF=100 to QF=50 in decreasing 
steps of 5. For each JPEG compression, the quality factor estimation process was used 
to determine the QF. The mean estimated QFs for all 1338 test images and each 
correctly identified detection accuracy rate deΡ  for each JPEG compression quality 
factor are shown in Table 5-4, based on equation (5-5). 
100%de β
∂
Ρ = ×
     (5-5) 
where ∂ is the number of correctly detected QF and β  is the number of images tested. 
The mean estimated QF results indicate the QFs can be estimated with high accuracy. 
The only exceptions for lower correct detection rates, deΡ , were obtained for QF=50, 
QF=60, and QF=100.  In the case of QF=50, deΡ  was very low at approximately 
18.2%, meaning that the process was probably detecting QFs close to QF=55. For 
QF=60, and QF=100, the detection rates were slightly better at 38.6% and 65.7%, 
respectively. For comparison, both the mean estimated QF value and correct detection 
rate were used for each result to estimate the actual QF for the images. The QFs were 
then grouped into three different ranges: 90QF ≥ , 90 75QF> >  and 75QF ≤ . The 
grouping into three QF ranges did not have an overall effect on the authentication 
process. Results obtained for 2deΡ  also showed the correct detection accuracy rates in 
these QF ranges were on average at 99%.  
 
Table 5-5 summaries the results obtained for test images that have been attacked via 
copy & paste and then JPEG compressed. Each watermarked image has been 
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tampered randomly in different regions by applying a copy & paste attack to 5% of 
the watermarked image (9830 pixels in 384512 pixels image), and also compressed 
with different QF values. The results showed that the quality factor estimation process 
was highly accurate even under these attacks. From Table 5-5, the lowest correct 
detection rates were obtained for QF=50, QF=60, and QF=100. Two other 
experiments were performed with the test image subjected to only the copy & paste 
attack and with the test image without any modification. The detected QFs achieved 
for both experiments were approximately 99, and fit well in the upper range of 
90QF ≥ . Similarly, the results of 2deΡ  also showed the correct detection rates in the 
three ranges were highly accurate with an overall average of 99%. As such, the 
threshold can be adapted into the three QF ranges according to the estimated QF of 
each test image as described in Section 5.3.  
Table 5-4 
JPEG compression only 
Actual QF Mean Estimated QF deΡ  τ  2deΡ  
100 98.16 65.7% 
0.9 98.8% 95 94.87 97.3% 
90 90.06 98.2% 
85 84.20 91.4% 0.7 99.1% 80 79.77 97.5% 
75 75.35 97.0% 
0.5 99.4% 
70 69.77 98.8% 
65 64.42 93.7% 
60 62.42 38.6% 
55 55.15 94.1% 
50 54.25 18.2% 
 
Table 5-5 
 Copy & paste (5%) + JPEG compression 
Actual QF Mean Estimated QF deΡ  τ  2deΡ  
100 98.60 72% 
0.9 99.1% 95 95.00 100% 
90 90.14 98.6% 
85 84.83 97.9% 0.7 99.3% 80 79.95 99.6% 
75 75.22 99.1% 
0.5 99.2% 
70 69.87 99.5% 
65 64.46 98.7% 
60 61.54 63.9% 
55 54.93 96.6% 
50 53.32 20.4% 
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5.5 Summary 
In this chapter, we presented the relationship between QF and threshold, and proposed 
a framework incorporating the generalised Benford’s Law as an image forensics 
technique to accurately detect unknown JPEG compression levels in semi-fragile 
watermarked images.  We discussed the limitations of using predetermined thresholds 
in semi-fragile watermarking algorithm. In our improved semi-fragile watermarking 
method, the test image was first analysed to detect its previously unknown quality 
factor for JPEG compression by using generalised Benford’s Law model, before 
proceeding with the semi-fragile authentication process. The results showed that QFs 
can be accurately detected for most unknown JPEG compressions. In particular, the 
average QF detection rate was as high as 96% for watermarked images compressed 
with QFs between 95-65, and 99% when the image was subjected to tampering of 5% 
pixels of the image and compressed with QFs between 95-65. The threshold was 
adapted into three specific ranges according to the estimated QF of each test image.  
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6.0 Conclusion and Future work 
 
In this report, the copyright infringement issues and the use of robust watermarking as 
solutions for copyright protection and ownership identification were discussed. We 
also discussed the importance of protecting the authenticity of digital images using 
semi-fragile watermarking schemes, particularly for law enforcement applications. In 
the literature, the DCT domain block based and DWT non-block based for both robust 
and semi-fragile watermarking algorithms were reviewed in detail as well as 
discussion on other state-of-the-art transform based schemes. In semi-fragile 
watermarking, the limitation of the predetermined threshold was discussed and 
highlighted. We introduced four novel robust and semi-fragile transform based image 
watermarking related schemes. These include wavelet-based contourlet transform 
(WBCT) for both robust and semi-fragile watermarking, slant transform (SLT) for 
semi-fragile watermarking as well as using generalised Benford’s Law to adaptively 
adjust the appropriate threshold for improving semi-fragile watermarking technique.  
 
In our proposed robust watermarking scheme, the watermark embedding and 
detection algorithms in wavelet-based contourlet transform domain were presented. 
Through experiments, most of the energy relations between parent and children non-
redundant contourlet coefficients maintained 75% of invariance before and after JPEG 
compression QF=10, although the image was distorted significantly. Therefore, 
performance improvement was obtained by means of embedding a watermark 
exploiting the modulation of the energy relations. By comparing with two other 
wavelet methods, the experimental results showed that our method was more robust to 
attacks such as JPEG, JPEG2000 compression, pixel shifting, mean filtering, 
histogram equalisation, median filter, Gaussian filtering and sharpening.  
 
In our proposed two semi-fragile watermarking schemes, the block based Slant 
transform algorithm, and the non-block based wavelet-based contourlet transform 
were analysed and compared in details. For the SLT scheme, the watermark was 
embedded into the middle frequency SLT coefficients of non-overlapping blocks of 
the test images. The comparative studies showed that the SLT-domain watermarking 
scheme performed better against the copy-paste attack and additive Gaussian noise by 
comparing with the DCT and PST based schemes. However, the PST and DCT-
domain watermarking schemes performed better than the SLT-domain watermarking 
against JPEG compression. 
For the WBCT scheme, watermark bits were embedded by modulating the parent-
children relationship in the contourlet domain. The experimental results demonstrated 
that our proposed WBCT watermarking scheme achieved good performances in 
detecting different kinds of manipulations with MDR at approximately 1%, whilst 
maintaining a false alarm rate below 6.5%. Overall, the use of the parent-children 
relationship of WBCT allowed our algorithm to detect and localise the manipulated 
areas precisely when certain degrees of non-malicious manipulations were applied. 
Compared to the SLT-domain semi-fragile watermarking scheme, the WBCT domain 
scheme is more preferable for use with a wide range of images, as a result of the 
unique parent-child relationship for each image. This characteristic of parent-child 
relationships can be utilised for semi-fragile watermark embedding, extraction and 
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authentication processes, and is adaptive for a wide range of images, each with 
varying details.  
We also proposed an improved method by utilizing the generalised Benford’s Law 
model for semi-fragile watermarking scheme. The relationship between QF and 
threshold was discussed. In the test image was first analysed to detect its previously 
unknown quality factor for JPEG compression, before proceeding with the semi-
fragile authentication process. The results showed that QFs can be accurately detected 
for most unknown JPEG compressions. In particular, the average QF detection rate 
was as high as 96% for watermarked images compressed with QFs between 95-65, 
and 99% when the image was subjected to tampering of 5% pixels of the image and 
compressed with QFs between 95-65. The threshold was adapted into three specific 
ranges according to the estimated QF of each test image.  
 
For future work, we plan to improve our proposed algorithms further by improving 
the watermark robustness against different forms of mild signal processing attacks for 
robust watermarking. For semi-fragile watermarking, we plan to improve our 
proposed algorithms further to improve detection rates in localisation and 
authentication, against different forms of mild signal processing attacks. The self-
recovery and restoration of tampered regions requires further investigation such as the 
use of more advanced restoration techniques such as irregular sampling and iterative 
techniques. Based on the Benford’s Law, we plan to analyse and estimate other signal 
processing operations caused by transmission such as Gaussian noise, median filtering, 
Gaussian filtering and print-scan processes in semi-fragile and robust watermarking of 
images. 
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7.0 Future Plan 
 
The following is the planned development schedule from Oct.2009 to Oct. 2010. 
Oct. 2009 – Jan. 2010 
Further investigate the Benford’s Law. 
Submit a conference paper about fragile image authentication. 
Feb. 2010 – May. 2010 
Investigate the way to improve image authentication detection accuracy. 
Submit a Journal paper about image authentication related to image forensics. 
Jun. 2010 – Oct. 2010 
Submit another Journal paper by Further investigate image authentication methods. 
Write up PhD Thesis and try to finish it by the end of Oct. 2010. 
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